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DETAILED ACTION 

1 . This communication is in response to applicant's amendment filed May 4, 2005. 
Claims 1-32 are pending in this case. 

Response to Arguments 

2. Applicant's arguments filed May 4, 2005 have been fully considered but they are 
not persuasive. 

3. Applicant argues, with respect to all the independent claims (1,12,17 and 27), 
that nothing in the cited art refers to communications between a terminal center and a 
data center with are remote from each other. 

4. Attention is directed to Wright et al (US 4,802,21 8) at column 1 4 In 41-60: 

The card MPU 60 executes an internally stored (firmware) program to check whether a 
requested transaction is authorized and, prior to debiting the card account balance, to 
perform a secure handshake recognition procedure (described further below) with a 
microprocessor in the terminal. Although the handshake procedure can be performed 
with an operations microprocessor for the terminal, or one remote to the terminal, it is 
preferred in the invention that the procedure be performed with a secure microprocessor 
embedded in the actual value dispensing section of the terminal. The value dispensing 
section is a separate element in the terminal, and its microprocessor is made physically 
secure, such as by embedding it in epoxy, so that any attempt to tamper with it would 
result in rendering the value dispensing section inoperative. For the postal transaction 
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terminal of the invention, the microprocessor is embedded in the printer unit that prints 
the postmark. 

5. Although such a remote communication is not the only embodiment in Wright, it 
is clearly one of the embodiments. 

6. Applicant further argues with respect to claims 1 , 12, 17 and 28 that Wright does 
not disclose a security verification in which the answerback message refers back to the 
originally transmitted message and where 2 messages are used. 

7. Attention is directed to Wright at column 3 lines 37-59: 

A particular embodiment of the invention is a mutual handshake recognition procedure 
executed as follows: (1) upon confirming that a requested transaction is authorized, the 
card passes to the terminal a word comprising a randomly generated or other object 
number encrypted by a first resident algorithm and a key number stored in the card; (2) 
the terminal decodes the number using a corresponding inverse of the first algorithm 
and the key number; (3) the terminal sends back to the card a second word comprising 
the decoded random number encrypted by a second resident algorithm and the key 
number; (4) the card decodes the second word using a corresponding inverse of the 
second algorithm and the key number and compares the decoded number to the one 
originally sent; (5) if the numbers match, the card microprocessor debits its authorized 
balance for the indicated amount of the transaction and sends an actuation signal to the 
terminal to proceed with the transaction; and (6) upon receipt of the actuation signal, the 
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dispensing microprocessor actuates the dispensing section to complete the transaction. 
The transmitted actuation signal may also be encrypted and decoded by the above 
algorithms or a similar method. 

Claim Rejections - 35 USC § 102 

8. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
States. 

9. Claims 1-11 are rejected under 35 U.S.C. 102(b) as being anticipated by Wright 
etal (US 4,802,218). 

10. Regarding claim 1 - 

Wright discloses a method for dependably transmitting service data from a data center 
to remotely-located terminal equipment, comprising the steps of: offering new service 
data at a data center for future use at terminal equipment; forming a request for new 
service data at the terminal equipment; establishing a first communication between the 
terminal equipment and the data center and in said first communication transmitting said 
request data from the terminal equipment to the data center, receiving the request data 
at the data center, transmitting the new service data requested in the request data from 
the data center to the terminal equipment, and receiving and storing the new service 
data at the terminal equipment; and establishing a second communication between the 
terminal equipment and the data center and in said second communication forming a 
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message at the terminal equipment that refers to the new service data stored at the 
terminal equipment, communicating said message from the terminal equipment to the 
data center, receiving the message from the terminal equipment at the data center and 
checking the message at the data center by comparison of information contained in the 
message with information generated from the new service data at the data center and, 
given a positive comparison result, transmitting a follow-up message from the data 
center to the terminal equipment allowing said terminal equipment, when appropriate, to 
use said new service data, and registering at the data center the valid transmission of 
the new service data to the terminal equipment (e.g. col 2 In 65 - col 4 In 30, col 3 In 35- 
60, col 3 In 60-col 4 In 5, col 5 In 18-30). 

11. Regarding claim 2 - 

Wright discloses a method as claimed in claim 1 wherein said follow-up message 
comprises an OK message allowing the terminal equipment to be switched into an 
operating mode (e.g. col 3 In 5-15, 25-36). 

12. Regarding claim 3- 

Wright discloses a method as claimed in claim 2 wherein the step of transmitting said 
OK message includes transmitting a marking in said OK message indicating that the 
new service data stored at the terminal equipment are valid (e.g. col 3 In 5-15, 35-36). 

1 3. Regarding claim 4 - 

Wright discloses a method as claimed in claim 1 wherein the step of storing the new 
service data in the first communication comprises intermediately storing the new service 
data at the terminal equipment, and wherein the step of transmitting said follow-up 



Application/Control Number: 09/340,782 Page 6 

Art Unit: 3621 

message in said second communication comprises transmitting a load instruction from 
the data center to the terminal equipment, and wherein said second communication 
includes the step of, upon receipt of said load instruction at the terminal equipment, 
loading the new service data into a non-volatile memory of a processing module at the 
terminal equipment (e.g. col 3 In 15-25, col 3 In 60-col 4 In 5, col 6 In 65- col 7 In 13). 

14. Regarding claim 5 - 

Wright discloses a method as claimed in claim 1 wherein the step of forming said 
message in the second communication at the terminal equipment comprises forming a 
message including a version number associated with the new service data and a 
checksum (e.g. col 3 In 40-60, col 8 In 37-47). 

1 5. Regarding claim 6 - 

Wright discloses a method as claimed in claim 1 wherein the step of forming said 
message in the second communication at the terminal equipment comprises forming a 
message including a version number associated with the new service data and an 
encrypted checksum (e.g. col 3 In 40-60, col 9 In 62- col 10 In 10). 

1 6. Regarding claim 7 - 

Wright discloses a method as claimed in claim 1 wherein the step of offering said new 
service data comprises offering postage fee schedule table data as said new service 
data, and comprising the step of providing a postage computer having a processing 
module which makes use of said postage fee schedule table data at said terminal 
equipment (e.g. col 4 In 5-15, col 12 In 3-22, col 11 In 30-40, 40-52). 

17. Regarding claim 8 - 
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Wright discloses a method as claimed in claim 7 wherein the step of forming said 
message in said second communication at said terminal equipment includes forming a 
message including a version number of the new service data and an encrypted 
checksum, and comprising the step of providing a postage meter machine at said 
terminal equipment in communication with said postage computer, storing a secret key 
in said postage meter machine, forming said encrypted checksum in said postage meter 
machine using a symmetrical encryption algorithm and said secret key, and storing said 
secret key as well at said data center and using said secret key at said data center to 
check said message from said terminal equipment in said second communication (e.g. 
col 4 In 30-50, col 12 In 3-22, col 1 1 In 30-40, 40-52). 

18. Regarding claim 9- 

Wright discloses a method as claimed in claim 7 wherein the step of forming said 
message in said second communication at said terminal equipment comprises forming 
a message including a version number of the new service data and an encrypted 
checksum, and comprising the steps of storing a public key in said postage computer 
and forming said encrypted checksum in said postage computer using an asymmetrical 
encryption algorithm and said public key, and storing a non-public secret key, related to 
said public key, at said data center and using said non-public secret key at said data 
center to check said message in said second communication (e.g. col 5 In 5-15, col 9 In 
62- col 10 In 10). 

19. Regarding claim 10 - 
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Wright discloses a method as claimed in claim 1 wherein the step of offering new 
service data at said data center comprises offering new postage fee schedule table data 
at said data center for future use in postage calculation, and wherein the step of 
checking the message transmitted from the terminal equipment to the data center in the 
second communication comprises checking information contained in said message by 
comparison with information generated from the new postage fee schedule table data, 
and wherein the step of transmitting said follow-up message in said second 
communication from said data center to the terminal equipment comprises transmitting 
an OK message indicating that the new postage fee schedule table data received at 
said terminal equipment are valid and also including a load instruction instructing the 
terminal equipment to load the new postage fee schedule table data into a non-volatile 
memory of a postage computer at said terminal equipment (e.g. col 5 In 5-15, col 12 In 
2-22). 

20. Regarding claim 1 1 - 

Wright discloses a method as claimed in claim 1 0 comprising the additional step of 
loading said new postage fee schedule table data into said non-volatile memory at said 
postage computer upon receipt at said terminal equipment of said follow-up message 
(e.g. col 3 In 60 - col 4 In 5, col 15 In 30-42). 

21 . Claims 12-16 are rejected under 35 U.S.C. 102(b) as being anticipated by Wright 
et al (US 4,802,218). 

22. ' Regarding claim 12 - 
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Wright discloses a method for dependably transmitting service data from a data center 
to remotely-located terminal equipment, comprising the steps of: transmitting 
unencrypted service data from a data center to terminal equipment; generating a code 
at the terminal equipment based on the transmitted service data; transmitting said code 
from said terminal equipment to said data center; and receiving said code at said data 
center and checking said code at said data center and transmitting a message from said 
data center to said terminal equipment identifying a result of the check (e.g. col 2 In 65 - 
col 4 In 30, col 3 In 25-36). 

23. Regarding claim 1 3 - 

Wright discloses a method as claimed in claim 12 comprising providing a postage 
computer at said terminal equipment, and wherein the step of transmitting unencrypted 
service data to the terminal equipment comprises transmitting unencrypted fee schedule 
table data, as said unencrypted service data, to said postage computer, and comprising 
the steps of generating a checksum at said postage computer based on the transmitted 
fee schedule table data and transmitting the checksum to the data center as at least a 
part of said code, and wherein the step of checking the code at the data center 
comprises checking the checksum at the data center on the basis of a stored checksum 
stored at said data center and wherein the step of transmitting a message to the 
terminal equipment comprises transmitting an OK message to the terminal equipment 
given coincidence of said stored checksum with the checksum transmitted to the data 
center (e.g. col 3 In 5-1 5, col 3 In 60 - col 4 In 5). 

24. Regarding claim 14 - 
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Wright discloses a method as claimed in claim 12 comprising providing a postage 
computer at said terminal equipment, and wherein the step of transmitting unencrypted 
service data to the terminal equipment comprises transmitting unencrypted fee schedule 
table data, as said unencrypted service data, to said postage computer, and comprising 
the steps of generating a encrypted code at said postage computer based on the 
transmitted fee schedule table data and transmitting the encrypted code to the data 
center as at least a part of said code, and wherein the step of checking the code at the 
data center comprises checking the encrypted code at the data center on the basis of a 
stored encrypted code stored at said data center and wherein the step of transmitting a 
message to the terminal equipment comprises transmitting an OK message to the 
terminal equipment given coincidence of said stored encrypted code with the encrypted 
code transmitted to the data center (e.g. col 3 In 5-15, col 3 In 60 - col 4 In 5). 
25. Regarding claim 15- 

Wright discloses a method as claimed in claim 12 comprising providing a postage 
computer at said terminal equipment and wherein the step of transmitting unencrypted 
service data to the terminal equipment comprises transmitting unencrypted fee schedule 
table data, as said unencrypted service data, to said postage computer, and wherein 
the step of generating a code at the terminal equipment comprises generating a 
signature representing information dependent on the transmitted fee schedule table 
data and encrypting said information with a public write key to form said signature, and 
wherein the step of transmitting said code to the data center comprises transmitting said 
signature to the data center, and wherein the step of checking the code at the data 
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center comprises decrypting the signature at the data center with a secret read key 
according to an asymmetrical algorithm and checking the information in the signature 
with information stored at the data center and, given a positive comparison result, 
transmitting an OK message to the terminal equipment (e.g. col 5 In 5-15, col 3 In 60 - 
col 4 In 5). 

26. Regarding claim 1 6 - 

Wright discloses a method as claimed in claim 15 comprising the step of forming a 
checksum as said information contained in said signature (e.g. col 3 In 40-60, col 8 In 
37-47). 

27. Claims 17-27 are rejected under 35 U.S.C. 102(b) as being anticipated by Wright 
et al (US 4,802,218). 

28. Regarding claim 17 - 

Wright discloses an arrangement for dependably transmitting service data from a data 
center to remotely-located terminal equipment, comprising: a data center, and terminal 
equipment located remote from said data center, said data center offering new service 
data for future use at said terminal equipment; means for forming a request for new 
service data at the terminal equipment; means for establishing a first communication 
between the terminal equipment and the data center and in said first communication 
transmitting said request data from the terminal equipment to the data center, means for 
receiving the request data at the data center and for transmitting the new service data 
requested in the request data from the data center to the terminal equipment, and 
means for receiving and storing the new service data at the terminal equipment; and 
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means for establishing a second communication between the terminal equipment and 
the data center and in said second communication forming a message at the terminal 
equipment that refers to the new service data stored at the terminal equipment and for 
communicating said message from the terminal equipment to the data center, means for 
receiving the message from the terminal equipment at the data center and for checking 
the message at the data center by comparing information contained in the message 
with information generated from the new service data at the data center and, given a 
positive comparison result, for forming and transmitting a follow-up message from the 
data center to the terminal equipment allowing said terminal equipment, when 
appropriate, to use said new service data, and means for registering at the data center 
the valid transmission of the new service data to the terminal equipment (e.g. col 2 In 65 
- col 4 In 30, coi 7 In 51- 62, ). 

29. Regarding claim 18 - 

Wright discloses an arrangement as claimed in claim 17 wherein said means for forming 
said follow-up message comprises means for forming an OK message allowing the 
terminal equipment to be switched into an operating mode (e.g. col 3 In 5-15, col 7 In 
45-50). 

30. Regarding claim 19 - 

Wright discloses an arrangement as claimed in claim 18 wherein said means for forming 
said OK message means for including a marking in said OK message indicating that the 
new service data stored at the terminal equipment are valid (e.g. col 3 In 5-15, col 7 In 
52-col7 In 2). 
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31 . Regarding claim 20 - 

Wright discloses an arrangement as claimed in claim 17 wherein said means for storing 
the new service data in the first communication comprise means for intermediately 
storing the new service data at the terminal equipment, and wherein said means for 
transmitting said follow-up message in said second communication comprise means for 
transmitting a load instruction from the data center to the terminal equipment, and 
wherein said terminal equipment comprises means for, upon receipt of said load 
instruction at the terminal equipment, loading the new service data into a non-volatile 
memory of a processing module at the terminal equipment (e.g. col 3 In 15-25, col 14 In 
41-60). 

32. Regarding claim 21 - 

Wright discloses an arrangement as claimed in claim 17 wherein said means for forming 
said message in the second communication at the terminal equipment comprise means 
for forming a message including a version number associated with the new service data 
and a checksum (e.g. col 3 In 40-60, col 14 In 56-60). 

33. Regarding claim 22 - 

Wright discloses an arrangement as claimed in claim 17 wherein said means for forming 
said message in the second communication at the terminal equipment comprise means 
for forming a message including a version number associated with the new service data 
and an encrypted checksum (e.g. col 3 In 40-60, col 14 In 56-60). 

34. Regarding claim 23 - 
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Wright discloses an arrangement as claimed in claim 17 wherein said data center 
comprises means for offering postage fee schedule table data as said new service data, 
and wherein said terminal equipment comprises a postage computer having a 
processing module which makes use of said postage fee schedule table data (e.g. col 4 
In 5-15, col 13 In 50-65). 

35. Regarding claim 24 - 

Wright discloses an arrangement as claimed in claim 23 wherein said means for forming 
said message in said second communication at said terminal equipment comprise 
means for forming a message including a version number of the new service data and 
an encrypted checksum, and wherein said terminal equipment comprises a postage 
meter machine in communication with said postage computer, means for storing a 
secret key in said postage meter machine, means for forming said encrypted checksum 
in said postage meter machine using a symmetrical encryption algorithm and said 
secret key, and wherein said data center comprises means for storing said secret key 
as well at said data center and wherein said means for checking comprise means for 
using said secret key to check said message from said terminal equipment in said 
second communication (e.g. col 4 In 30-50, col 14 In 41-60). 

36. Regarding claim 25 - 

Wright discloses an arrangement as claimed in claim 23 wherein said means for forming 
said message in said second communication at said terminal equipment comprise 
means for forming a message including a version number of the new service data and 
an encrypted checksum, and wherein said postage computer comprises means for 
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storing a public key and for forming said encrypted checksum using an asymmetrical 
encryption algorithm and said public key, and wherein said data center comprises 
means for storing a non-public secret key, related to said public key, at said data center 
and wherein said means for checking comprise means for using said non-public secret 
key to check said message in said second communication (e.g. col 5 In 5-15, col 14 In 
41-60). 

37. Regarding claim 26 - 

Wright discloses an arrangement as claimed in claim 17 wherein said data center 
comprises means for offering new postage fee schedule table data at said data center 
for future use in postage calculation, and wherein said means for checking the message 
transmitted from the terminal equipment to the data center in the second communication 
comprises means for checking information contained in said message by comparison 
with information generated from the new postage fee schedule table data, and wherein 
said means for transmitting said follow-up message in said second communication from 
said data center to the terminal equipment comprises means for transmitting an OK 
message indicating that the new postage fee schedule table data received at said 
terminal equipment are valid and also including a load instruction instructing the 
terminal equipment to load the new postage fee schedule table data into a non-volatile 
memory of a postage computer at said terminal equipment (e.g. col 5 In 5-15, col 3 In 60 
- col 4 Ip 5). 

38. Regarding claim 27 - 
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Wright discloses an arrangement as claimed in claim 26 wherein said terminal 
equipment comprises loading said new postage fee schedule table data into said non- 
volatile memory at said postage computer upon receipt at said terminal equipment of 
said follow-up message (e.g. col 3 In 60 - col 4 In 5, col 13 In 50 - col 14 In 8). 
39 Claims 28-32 are rejected under 35 U.S.C. 102(b) as being anticipated by Wright 
etal (US 4,802,21 8). . 

40. Regarding claim 28 - 

Wright discloses an arrangement for dependably transmitting service data from a data 
center to remotely-located terminal equipment, comprising: a data center, and terminal 
equipment located remote from said data center; means for transmitting unencrypted 
service data from the data center to the terminal equipment; means for generating a 
code at the terminal equipment based on the transmitted service data; means for 
transmitting said code from said terminal equipment to said data center; and means for 
receiving said code at said data center and for checking said code at said data center 
and for transmitting a message from said data center to said terminal equipment 
identifying a result of the check (e.g. col 2 In 65 - col 4 In 30). 

41 . Regarding claim 29 - 

Wright discloses an arrangement as claimed in claim 28 wherein said terminal 
equipment comprises a postage computer, and wherein said means for transmitting 
unencrypted service data to the terminal equipment comprises means for transmitting 
unencrypted fee schedule table data, as said unencrypted service data, to said postage 
computer, and wherein said postage computer comprises means for generating a 
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checksum based on the transmitted fee schedule table data and wherein said means for 
transmitting said code comprise means for transmitting the checksum to the data center 
as at least a part of said code, and said means for checking the code at the data center 
comprise means for checking the checksum at the data center on the basis of a stored 
checksum stored at said data center and for transmitting a message to the terminal 
equipment comprising an OK message to the terminal equipment given coincidence of 
said stored checksum with the checksum transmitted to the data center (e.g. col 3 In 5- 
15, col 14 In 41-60, col 2 In 65 - col 4 In 30, col 7 In 51-62). 
42. Regarding claim 30 - 

Wright discloses an arrangement as claimed in claim 28 wherein said terminal 
equipment comprises a postage computer, and said means for transmitting unencrypted 
service data to the terminal equipment comprises means for transmitting unencrypted 
fee schedule table data, as said unencrypted service data, to said postage computer, 
and wherein said postage computer comprises means for generating a encrypted code 
based on the transmitted fee schedule table data and wherein said means for 
transmitting said code comprise means for transmitting the encrypted code to the data 
center as at least a part of said code, and wherein said means for checking the code at 
the data center comprise means for checking the encrypted code at the data center on 
the basis of a stored encrypted code stored at said data center and for transmitting a 
message to the terminal equipment comprising an OK message to the terminal 
equipment given coincidence of said stored encrypted code with the encrypted code 
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transmitted to the data center (e.g. col 3 In 5-15, col 2 In 65 - col 4 In 30, col 7 In 51- 
62). 

43. Regarding claim 31 - 

Wright discloses an arrangement as claimed in claim 28 wherein said terminal 
equipment comprises a postage computer and wherein said means for transmitting 
unencrypted service data to the terminal equipment comprise means for transmitting 
unencrypted fee schedule table data, as said unencrypted service data, to said postage 
computer, and wherein said postage computer comprises said means for generating a 
code at the terminal equipment, said postage computer generating a signature, as said 
code, representing information dependent on the transmitted fee schedule table data 
and encrypting said information with a public write key to form said signature, and 
wherein said means for transmitting said code to the data center comprises means for 
transmitting said signature to the data center, and said means for checking the code at 
the data center comprise means for decrypting the signature at the data center with a 
secret read key according to an asymmetrical algorithm and for checking the 
information in the signature with information stored at the data center and, given a 
positive comparison result, for transmitting an OK message to the terminal equipment 
(e.g. col 5 In 5-1 5, col 2 In 65 - col 4 In 30, col 7 In 51 - 62). 

44. Regarding claim 32 - 

Wright discloses an arrangement as claimed in claim 31 wherein said postage computer 
comprises forming a checksum as said information contained in said signature (e.g. col 
3 In 40-60, col 2 In 65 - col 4 In 30, col 7 In 51-62). 
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45. Examiner's note: Examiner has cited particular columns and line numbers in 
the references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may be applied as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention as well as the context of the passage as taught by the prior art 
or disclosed by the examiner. 

Conclusion 

46. The prior art made of record and not relied upon is considered pertinent to 

r 

applicant's disclosure. 

47. Wright et al (US 4,864,61 8) disclose automated transaction system with modular 
printhead having print authentication feature. 

48. THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

49. A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
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the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

50. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cristina Owen Sherr whose telephone number is 571- 
272-671 1 . The examiner can normally be reached on 8:30-5:00 Monday through 
Friday. 

51 . If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 571-272-6712. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

52. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




